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1) Tape and Flash

Tape rocks in the cloud, and AI can hide its latency. 
How we keep lowering costs of Flash while maintaining performance & reliability. 
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Magnetic Recording Areal Density Trends 

Tape will maintain its 5x 
to 10x cost advantage 

over other storage 
technologies for at least 

another decade.



© 2018 International Business Machines Corporation 8
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AI-driven Predictive Caching/Tiering

9

1. Training based on metadata, access traces
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2. Access prediction for caching/tiering
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AI predictive caching/tiering:
Exploits metadata similarity in addition to access traces
Past access patterns applicable for caching and tiering new data
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Evaluation
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Cost and Performance Improvements
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Data retrieval time (SLA) improved by 30% - 55% (for cache sizes 5% - 10%)  compared to LRU





Flash Fundamentals – Cell types

SLC 1 bit per cell

MLC 2 bits per cell

TLC 3 bits per cell

QLC 4 bits per cell

PLC 5 bits per cell
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The rise of QLC

50% 
of the NAND Flash 
capacity shipped will 
be QLC by 2025
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Flash Challenges
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– New NAND flash generation every 12-18 month
=> 4 generations of 3D NAND in ~5 years

– Availability of a single generation only a few years or even less 
than a year

– Development of an ASIC controller can take more than 2 years

– QLC has roughly 5-10x less endurance than TLC. Endurance is a 
challenge

– In QLC read, program, and erase latencies increased by ~1.5 – 2x 
compared to TLC



Techniques for enabling 
3D QLC NAND Flash

Reuse:
Write heat segregation

Data reduction

Wear levelling

Health binning

Data refresh

Stripe-level parity 

Bad block management
16

Invent:
Dynamic block mode
(SLC/QLC)

Leverage page properties

Reliability Performance HW

Cell endurance 
(PEC limit)

Data
retention

Read 
disturb

Write 
throughput

Read
latency

Latency 
tails

NVM 
cache

DRAM
size

Change:
Voltage shifting

ECC

I/O scheduling

I/O priority

Command suspend

R. Stoica et al, Flash Memory Summit  2019
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Secret Sauce to Squeeze More Write Cycles from Flash

Standard approach
(wear leveling using write-cycle balancing)

Secret Sauce using health binning
and taking advantage of workload skew

End-of-life reached when certain 
percentage of blocks have been retired

But many blocks are
still very healthy!

17
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2) Integrating with Kubernetes

Enable enterprise-grade storage for container environments



Storage Infrastructure In Hybrid Cloud

Cloud 
Native 

Storage

On Premise

Private

Edge

Public

Cloud Native Storage Services

Composable storage services 



Container-ready and Container-native Storage 

“Connect and Serve”: 
Container Storage 
Interface (CSI)

- De facto industry 
standard

- Simplifies consumption 
of storage

- Provision automation
- Snapshot enablement

Cloud Native Storage 
Service as part of micro-
services mesh. 

Composable storage services in composable hardware architectures 
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Data Protection for Kubernetes

Container Container
SPP Services 
Container

SPP Data 
Mover

vSnapvSnap

snap 1
…..

snap n

VALUE:
• Ability to protect persistent data in OpenShift 

environment
• Self service using native kubectl command line

As an enterprise developer I need to protect my 
persistent container data.

• Enterprise / application developer 
• Kubernetes administrator

• Persist storage snapshots in CSI storage
• Periodic offload to vSnap (optional)
• Kubernetes aware backup scheduling 

automation

• OpenShift 4.1 (Kubernetes 1.13)+
• Block Storage
• Container Storage Interface (CSI) snapshots 

for Persistent Storage Volumes

Use Case

Supported 
Environment

Key 
Capabilities

Key Users

• Backup / Restore

Spectrum 
Protect Plus

• Containers:  SPP Services and SPP Data Mover
• SPP Server and SPP vSnap installed outside 

kubernetes/OpenShift environment 
(containerized in 2020)



o Simplify storage configuration and management

• Virtualization of backend storage (IBM block/file 

storage, open source storage, cloud storage)

• Fully containerized, scale with Kubernetes cluster

o Simplify data protection

• Continuous Snapshot (similar to Time Machine for 

Enterprise Storage)

• Automatic Backup / Restore with Secondary Storage

IBM Confidential

Next Steps in Data Protection for Containers

Enterprise Content Catalog
Open Source and IBM Middleware, Data, Analytics, 

and AI Software

Core Operational Services
Log Management, Monitoring, Security, Alerting and 

Hybrid integration

Kubernetes Container 
Orchestration Platform

Machine City

Spectrum Scale, etc

Simplify the storage user experience for container native workloads
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3) Hybrid Cloud Data Management

Handle data like an asset
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Data Challenge in Hybrid Cloud

Hybrid multi-cloud environments (combining premise/legacy systems, private 
clouds, public clouds) increase need for overall data integration and orchestration

Example of a smart sales recommender system leveraging latest advances in 
data and AI: requires customer data from disparate sources such as:
SaaS sales application
On-premise order management and 

financial transaction systems
Cloud-based marketing application

Must ensure data is treated like a proper asset 
when created, accessed, moved, processed, disposed

24



Data Management Platform

IBM Confidential
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Data mesh handles

• Uniform developer experience to data

• Identification and authorization

• Governance enforcement

Notebook

Data Mesh 
Runtime

MongoDB

Data Mesh

@ on-prem

SQL DB

@ on-prem

Obj Store

Storage

@ on-prem

Elastic
Search

Data Mesh 
Runtime

@ Cloud

Data Mesh 
Runtime

On Prem Public Cloud

Data Orchestration

IBM Confidential
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Enhancing Cloud Data Security

Cloudant
FDB Storage
Index ValueEncrypted using 

order-preserving 
encryption

Encrypted using  
randomized 
encryption

Open Parquet 
Modular Encryption 
to enable selective 

access

SQL Query
IBM Analytics Engine

Watson Studio
+Data Skipping Indexes

Quantum Safe Crypto 
enablement, starting with Key 

Protect  

ID#:
State: MN,CA,…
Name: 

ID#:
State: MN,CA,…
Name: Data Data

IBM Cloud 
Object  

Storage

Event 
Streams

Per topic encryption 
with BYOK/KYOK

Data

Flow from Event 
Streams to Parquet 
Modular Encryption

Order Preserving Encryption

Data

Data

Enable FIPS-level-4 with 
IKS/ROKS and HPCS 

IBM Confidential



Public cloud deployment of financial 
services workloads is slowed by security 
and compliance challenges

IBM Cloud / © 2020 IBM Corporation



Customer Choice 
Award for Cloud IaaS

Stratus Award
for User Experience

Good Design 
Award for VPC

Good Design 
Award for IBM API Connect®

World’s first financial services-ready public cloud with Bank of America

Highest level of encryption
FIPS 140-2 Level 4 

Isolation for cloud native
ROKS and containers on bare metal

No data egress charges with 
Cloud Databases
No vendor lock in and lower TCO

No-cost bandwidth
between regions
Significantly lower TCO

Enhanced availability SLAs 
HA: 99.99%, Non-HA: 99.9%

Higher SLA payouts versus market
25% of monthly at 60 minutes

Audit transparency to bare metal
Traceable serial number compliance

Full control to bare-metal level
Full admin control of compute

Security 
leadership

Enterprise 
grade

Open 
innovation

– API services that are cloud 
delivered applications

– Kubernetes on IBM Cloud™:  
1,000-plus clients, 19,000-plus 
clusters in production

– Major contributor to cloud-
native open source work: 
Istio, Knative, Razee and more

– Highest compliance 
for data encryption

– Configurable so that even 
IBM cannot see your data

– Edge-to-cloud threat 
management with security 
integration from IBM

– #1 VMware public cloud, 
with 2,000 clients

– Cloud migration for IBM Power® 
AIX®, IBM i, IBM Z®, SAP and 
mission-critical applications

– Broadest portfolio of compute 
instances, including Power 
and x86

IBM Cloud: The most open and secure public cloud for business

28IBM Cloud / © 2020 IBM Corporation



IBM Cloud for 
Financial Services

In collaboration with Bank of America, IBM Cloud is making public cloud financial services-ready by 
delivering the benefits and flexibility of a public cloud in a secure environment, enabling financial 
institutions, ISVs and SaaS providers to host apps and workloads in the cloud with confidence and trust. 

IBM Cloud / © 2020 IBM Corporation

IBM Cloud for Financial Services

29

Transformation drivers:
1. Modernization, transformation, 
and re-platforming (49%)
2. Business demanding more agility 
and/or speed from IT (49%)
3. (tie) Datacenter requiring 
upgrade, expansion, or replacement 
(45%)
3. (tie) Need functionality or 
services found only in cloud 
offerings (45%)

16% of financial services workloads 
are deployed in the public cloud 

Continuous innovation through our global Research arm
Clients can participate through the IBM Research Cloud Innovation Lab  
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4) AI for Data Discovery, 
AI for Anomaly Detection & Prediction

Make your data speak
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Semantic Similarity Search & Visualization 

3
1

Swiss

win
London

conquer
Wimbledon

Roger

1. User stores data 2. Spectrum Discover produces and stores
embeddings to semantic vectors
(metadata enrichment in SD)

Doc 1 
(text)

Roger      → 11110..010110
conquers → 01010..011111
London.   → 01010..010110

Doc 2 
(text)

Swiss       → 11010..010110
wins          → 01011..011011
Wimbledon → 11011..010010

3a. User performs semantic search

3b. User visually explores stored data

• Find documents similar to 
input document

• Find documents matching 
user queryDoc 1 

(text)
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Top-K Search Accuracy and Speed

3
2

• Dataset: 20News – 20,000 articles about 20 different topics
• Optimized version of Word Mover Distance (IBM-WMD) offers huge speed up and high 

accuracy

20’000x

20x



© 2019 International Business Machines Corporation

Data Clustering/Visualization 

3
3

bbcsport dataset visualization

• Semantically similar documents 
are clustered together

• Clusters are annotated with most 
important terms

• Here a single label per cluster 
is shown but it can be multiple

• Helps user to visually explore the 
data

User: show me what files I have 
in my collection
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Search based on query document

3
4

QUERY document: Federer breezes into semi-
finals
Label: Tennis

Roger Federer reached the last four of the 
Qatar Open with an easy 6-1 6-2 win over 
seventh seed Feliciano Lopez…  Russian 
Nikolay Davydenko… meanwhile, upset French 
third seed Sebastien Grosjean 2-6 6-3 6-2. 
Fabrice Santoro … France when he was forced 
to retire when 6-2 3-0 down to Albert Costa.. 
Ivan Ljubicic after the sixth seed beat Rafael 
Nadal 6-2 6-7 (3/7) 6-3.

NEIGHBOR document: Federer claims Dubai 
crown
Label: Tennis

Federer claims Dubai … Ivan Ljubicic. Top seed 
Federer looked to be on course for a easy 
victory when he thumped the eighth seed 6-1 in 
the first set. But Ljubicic, who beat Tim Henman 
in the last …

NEIGHBOR document: Johansson takes 
Adelaide victory
Label: Tennis

… top contender at the Australian Open, which 
starts on 17 January. "I believe men's tennis is 
all about holding serve and if he's playing like 
that on his own serve I don't see how guys are 
going to break him…

NEIGHBOR document: Clijsters hope on Aussie 
Open
Label: Tennis

…has pulled out of January's Australian Open…
Kim 17 January, Clijsters… French Open, is 
another absentee because of an injured left 
foot.

NEIGHBOR document: Officials respond in 
court row
Label: Tennis

Australia's Geoff Pollard rejected his 
comments… The tournament starts on 17 
January… beat Roger Federer on in the Davis 
Cup in 2003."

Query Document:

Neighbor Documents:

User: show me the k most similar 
documents to my query document
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Anomaly Detection & Prediction

35

Update model parameters

Real-
time 
data

Alerts

Anomaly
Detection/ 
Prediction

Predictive 
Model

Analytical 
Datalake

Storage 
Insights 

Instances Real-time data

User

Dashboard
Developer
Architect

Support Engineer
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Analytical Datalake Architecture

36

SI Instances Event Streams ETL

COS

TSDB

DB

Grafana

Watson Studio
PARQUET PARQUET
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Towards Data-driven Development

3

Data 
Collection

Call home database /
IBM Storage Insights

Analytics
Engine

New Product 
Design

Research
Phase

• Data collection for more than 10,000 
systems in the field over several months
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Summary

NVM and Reinvented TapeNVM and Reinvented Tape

Containerized Data ProtectionContainerized Data Protection

AI-Powered Data & Storage 
Management in Hybrid Cloud
AI-Powered Data & Storage 

Management in Hybrid Cloud
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