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Automation is key to Digital Transformation 3

»)

Digital business gives IT infrastructure and operations
leaders a mandate to implement organization-wide

automation...

The benefits are compelling - automation improves
accountability, efficiency and predictability,
while reducing cost, variability and risk... (¢

Gartner — The Next Frontier for IT
https://www.gartner.com/smarterwithgartner/automation-the-next-frontier-for-it-2/
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Automation Silos
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Automation at scale must be simple

RED HAT

ANSIBLE

Automation

AUTOMATION FOR EVERYONE



What is Ansible

> It’s a simple automation language that
can perfectly describe an IT application
infrastructure in Ansible Playbooks.

> It’s an automation engine that runs
Ansible Playbooks.

> Ansible Tower is an enterprise
framework for controlling, securing
and managing your Ansible
automation with a Ul and restful API.

Q redhat

JOB STATUS

RECENTLY USED JOB TEMPLATES

RECENTLY RUN JOBS
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Principles of Ansible

SIMPLE

> Human Readable

> No special coding skills required
> Task executed in order

> Usable by every team

Get productive quickly

POWERFULL

> Application Deployment

> Configuration Management
> Workflow Orchestration

> Network Automation

Orchestrate the app lifecycle

AGENTLESS

> Agentless architecture

> Use OpenSSH & WinRM

> Lower vulnerability footprint
> Get Started immediately

> Pull based

More efficient & more secure
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Ansible automates the technology you use :

> AWS > Atomic > ACL > Arista > Email > Nagios
> Azure > CloudSTack > Files > Cisco > Jabber > Zabbix
> Google > OpenSTack > Packages > Juniper > IRC > New Relic
> OpenSTack > OpenShift > IS > F5 > Slack > Datadog
> Rackpace > RHEV > Registry > Palo Alto
> Vmware > Services > OpenSwitch
> Users
> Domains
+ More + More + More + More + More +More

MORE THAN 1200 MODULES ..... And counting
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Ansible Architecture

-~

ADMINS

ANSIBLE PLAYBOOKS

ROLE-BASED KNOWLEDGE
ANSIBLE ACCESS CONTROL & VISIBILITY

TOWER
TOWER API

SIMPLE USER INTERFACE

ANSIBLE CLI & CI SYSTEMS

SCHEDULED &

CENTRALIZED JOBS

OPEN SOURCE MODULE LIBRARY

PLUGINS PYTHON CODEBASE

TRANSPORT

SSH, WINRM, ETC.

INFRASTRUCTURE NETWORKS CONTAINERS CLOUD SERVICES

AUTOMATE LINUX, ARISTA, DOCKER, AWS, DATABASES,

YOUR WINDOWS, cisco, LXC... GOOGLE CLOUD, LOGGING,
ENTERPRISE UNIX ... JUNIPER ... AZURE ... SOURCE CONTROL

MANAGEMENT...
USE CASES
CONFIGURATION APP CONTINUOUS SECURITY &
PROVISIONING MANAGEMENT DEPLOYMENT DELIVERY COMPLIANCE ~ ORCHESTRATION
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How Ansible Works
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How Ansible Works

PUBLIC / PRIVATE
CLOUD

Playbooks

» Written in YAML
» Invoke Ansible Modules in tasks
> Executed sequentially

ANSIBLE PLAYBOOK

ANSIBLE’'S AUTOMATION ENGINE

INVENTORY

MODULES

PLUGINS

—

HOSTS

NETWORKING
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How Ansible Works

PUBLIC / PRIVATE
CLOUD

USERS

ANSIBLE PLAYBOOK

Modules

» Code that extend Ansible
» Can be written in any language

MODULES

PLUGINS

—

HOSTS

NETWORKING
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How Ansible Works

PUBLIC / PRIVATE
CLOUD

USERS

ANSIBLE PLAYBOOK

ANSIBL

Plugins

> Plug in the Ansible core engine
> Augment Ansible's core functionality
» Callback, filter, connection... plugins

MODULES

—

PLUGINS

NETWORKING
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How Ansible Works

Inventory

sy Lweb]

Sy webserverl.ceti.etat-ge.ch
Webserver2.ceti.etat-ge.ch

[database]
dbl.ceti.etat-ge.ch
db2.ceti.etat-ge-ch

USERS N
> INVENTORY
-
MODULES

ANSIBLE PLAYBOOK

API

PLUGINS

—

HOSTS

NETWORKING
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Dynamic Inventory

How Ansible Works

» Cloud
* AWS, GCE, OpenStack,...
» Virtual
s/ PRIVATY «  VMWare, RHEV, KVM,...

» Custom

ANSIBLE’'S AUTOMATION ENGINE

-
USERS . :
> INVENTORY API
4> ﬁ
MODULES PLUGINS
ANSIBLE PLAYBOOK

HOSTS

NETWORKING
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DEMO




Playbook Example




Playbook Example

hosts: webserver

$
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Playbook Example

vars:
http port: 80
max_clients: 200

$
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Playbook Example

remote user: root

$
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Playbook Example .

yum: name=httpd state=latest

template: src=/srv/httpd.j2 dest=/etc/httpd.conf

service: name=httpd state=running

$
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Playbook execution example

> Execute the playbook

ok=2

changed=1

23
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Playbook execution example ;

> Re-run it

ok=2 changed=0

»
Idempotency:

An operation is idempotent if the result of performing it once is exactly the same as the
result of performing it repeatedly without any intervening actions.

€« Q
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Ansible Roles

> Package of closely related Ansible content that can be shared more easily than a play alone

> Improves readability and maintainability of large and complex plays

> Eases sharing, reuse and standardization of automation processes

> Enables Ansible content to exists independently of playbooks, projects or even organizations
> Provides some "magic" around "include”

— Search path handling
— Default values

25
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Roles - How to use ,

> Add the roles to your playbooks

roles:

- common
- webtier

roles:
- common
- dbtier

> Parametrized Roles

roles:
- common
- role: myoracle
sid: orcll

oracle version:

role: myoracle
sid: orcl2

oracle_version: Q
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Ansible Galaxy .

> Hub for finding, sharing and reusing Ansible roles

> http://galaxy.ansible.com

@ GALAXY EXPLORE BROWSE ROLES BROWSE AUTHORS SIGN IN

Galaxy is-your hub for ﬂndl ng, reUSI 18 :
sharing the t_)eét'Ah's_iblé content. © = . $ss .O

- 2 ,'.."Log_.lnt(-) Galaxy with GitHub

o o - 3 :
P 3 : Use an existing account
-_not assodated with GitHub

-.'.'.-

$

swisscom



Ansible Galaxy - Installing roles from Galaxy

> Single role install

— This will install the role in /etc/ansible/roles by default
— or the value of role_path variable from Ansible config file

> Single Role install to specific location

> Multiple roles install

28
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Ansible Galaxy - Installing roles from version control repository .

> requirementsyml

> Install

$
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What is Ansible Tower?

30

> Ansible tower is an enterprise
framework for controlling, securing
and managing your Ansible automation with a
Ul and RESTful API.

> Role-based access control keeps environments
secure, and teams efficient.

> Non-privileged users can safely deploy entire
applications with push-button deployment
access.

> All Ansible automations are centrally logged,
ensuring complete auditability and
compliance.

0 TOWER PROJECTS INVENTORIES JOB TEMPLATES JOBS @ admin ¥ = & (V]
DASHBOARD o
HOSTS FAILED HOSTS INVENTORIES INVENTORY SYNC PROJECTS PROJECT SYNC
FAILURE! FAILURES
JOB STATUS PERIOD ~ PASTMONTH ~ JOBTYPE ALL v VIEW AL w
184
150
@ 100]
=}
50
0!
05/10 05/15 05/20 05/25 05/30 oe/04  06/10
TIME
RECENTLY USED JOB TEMPLATES VIEW ALL RECENT JOB RUNS VIEW ALL
TITLE ACTIVITY ACTIONS TITLE TIME
Deploy Software o000 OOGOOGOO o & @ Terminate AWS instances 3:01:01 AM
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Ansible Use Cases

Config.
Management
Security & l App.
Compliance \ / Deployment
/ AN T BLE \
Contl.nuous Provisioning
Delivery

Orchestration

31

$

swisscom



Example Projet Ansible - RHEL server provisioning on Red Hat Virt. .

DNS record Kickstart Assign RHEL Fully patch
creation Installation Subscriptions system

Backup &
Monitoring Update CMDB
Configuration

Install & CIS OS

Configure SW Hardening
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What about Ansible and AIX .

> Ansible Control Server must run on Linux

> Pre-requisites for AIX managed nodes
— Openssh
— Python 2.7 or Python 3

S
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What about Ansible and AIX

> Lots of Ansible modules works out of the box
— user, group, authorized keys
— template, copy, file
— mount...

> Some specificto Linux don't
—Yum, services,...

> But you can fall-back to "command" and "shell"
modules

> Or write your own modules

34
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What about Ansible and AIX .

> Some work is done by the community to add AIX specific modules

https://github.com/kairoaraujo/ansible-aix-support

Pull requests list

List of pull requests already done to official Ansible

Type Name Pull Request link Status Version
module  aix_lvg https://github.com/ansible/ansible/pull/30381  Open devel (2.5.0)

module  aix_filesystem  https://github.com/ansible/ansible/pull/30810  Open devel (2.5.0)

module  mksysb https://github.com/ansible/ansible/pull/30460  Merged  devel (2.5.0)

module  installp https://github.com/ansible/ansible/pull/30238  Open devel (2.5.0)

utils aix https://github.com/ansible/ansible/pull/31546  Open devel (2.5.0)

utils distribution https://github.com/ansible/ansible/pull/31754  Merged  devel (2.5.0)

module  aix_devices https://github.com/ansible/ansible/pull/32290  Open devel (2.5.0) o
module  service https://github.com/ansible/ansible/pull/33043  Open devel (2.5.0) Q
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AIX Specific Modules Examples




Ansible and PowerVC .,

> Comprehensive support of OpenStack API
—o0s_auth
— 0S_server
—o0s_server_facts
— 0s_server_action
—0s_server_volume

> PowerVC exposes the OpenStack API

, > Vanilla OS_* OpenStack modules should work!!

PowerVC"

$

swisscom



https://openstackserver:5000/v3

Some Ansible Good Practices .

> Version Control Everything
— Playbooks
— Roles
— Inventory
— Variables

> Use Roles for reusability and manageability

> Implement automated testing for your playbooks and roles

$
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Ansible - Testing .

> Syntax check ansible-playbook site.ynl --syntax-check

> Ansible Lint
> Ansible Rolespec

> Smoke tests in Playbooks

$
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Ansible - Testing ;

> Syntax check

> Ansible Lint
https://github.com/willthames/ansible-lint

> Ansible Rolespec

> Smoke tests in Playbooks
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Ansible - Testing

> Syntax check
> Ansible Lint

> Ansible Rolespec
https://github.com/nickjj/rolespec

> Smoke tests in Playbooks

41
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Ansible - Testing ;

> Syntax check
> Ansible Lint

> Ansible Rolespec

> Smoke tests in Playbooks
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Phone: +41 58 223 38 31
Mobile: +41 79 477 20 85

L

swisscom



